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Setting the scene – What are the risks?



• 4 Major incidents (ransomware attacks, all via insecure remote 
access services)

• 84 DDoS attacks targeting 37 institutions
Q1 2022:

• 8 Major incidents (remote access, unpatched critical 
vulnerabilities, absent multi-factor authentication)

• 85 DDoS attacks targeting 28 institutions
Q2 2022:

• 3 Major incidents (Microsoft Exchange server compromise)

• 62 DDoS attacks targeting 24 institutionsQ3 2022:

5 Major Cyber incidents 

2 FE unable to operate

HE disruption to services and BAU

Student and business data exposed

Q4 2022:

UK EDUCATION SECTOR – Key Attacks



Direct impact costs - per institution - £2M 

Service disruption between 10 and 20 days

Reputational Loss 

Encrypting servers and workstations

Exfiltrating data – posting this information on dark web(HR or Student)

Partial to Full disruption of ALL services

Compromise cloud services (email and cloud services)

EDUCATION Security Challenges



If you don’t think you’re at risk, you’re…



Who’s targeting us?

• “Why would anybody want or bother to attack us?”



The “Lone Hacker” misconception

UK Local Authorities:

10,000 attempted cyber attacks 

per day

14% YOY increase

2 million+ incidents



Security posture



“I don’t think any chief exec would 

get away with saying they don’t 

need to understand legal risk 

because they have a General 

Counsel.”

(Lindy Cameron, NCSC CEO)

Security posture

https://www.ncsc.gov.uk/speech/lindy-cameron-first-year

Dialogue

Constructive dialogue across the 

whole organisation is the 

foundation of a strong security 

posture



Security posture

Dialogue
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Do we have a strategy for our 

security, owned by senior 

leadership?

Is security just the IT team’s 

responsibility, or everyone’s?

Are our decision-making 

processes informed, effective and 

auditable?



Security posture

Dialogue
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Are we doing what we should be?

Are we doing things the way we 

should be?

How do we benchmark and 

demonstrate our capability 

internally and externally?



Security posture

Dialogue
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Do we have the right technologies, 

processes and procedures in 

place?

Are we making best use of them?

Is security integral to our working 

practices and environments?



Security posture

Dialogue

G
o
v
e
rn

a
n
c
e

A
s
s
u
ra

n
c
e

T
e
c
h
n
o
lo

g
y

C
u
ltu

re

Do we train our staff and students 

about security?

Do we have a positive “no blame” 

culture?

Do we encourage and promote a 

security mindset?



Rochford District Council – journey of transformation





“…cyber security is a team sport, and 

everyone has their role to play – it can’t 

just be a problem for anyone to ignore 

and assume somebody else is solving.”

(Lindy Cameron, NCSC CEO)

https://www.ncsc.gov.uk/speech/annual-review-2021



Thank you

help@jisc.ac.uk

jisc.ac.uk

David Batho

Head of Security

David.batho@jisc.ac.uk
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